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Suggested settings for terminal services on production systems

Edit the property pages of each server (domain or standalone) using the Terminal
Services Configuration snap in to the settings below. The settings are intended for
servers that run Terminal Services in Administrative Mode. Terminal Services in Client
mode may require these settings to be adjusted to reflect your business need.

Client Settings Tab:

Disable client drive, audio and printer mapping. Drive mappings may pose a security
risk. Printer mappings may cause automated driver installation or event log entries that
drivers are missing. Audio mapping is in general not required and reduces responds
time and increases bandwidth requirements.

Eeneral I Logon Settings | Seszion: I E nvironment
Remote Cantral Client Settings I Metwork Adapter I Permnizzions
— Connection

[ Usze connection settings from user settings
[T Connect client dives at logon
[ Connect client printers at logon

™ Default to main clisnt prinker

Iw Lirnit b aximurm Color Depth

[ 16 it =l

Dizable the fallowing:
v Drive mapping [T COM port mapping
V¥ ‘windows printer mapping [ Clipboard mapping

[ LPT port mapping

0k, I Cancel Apply
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Session Tab:

End a Terminal Services sessions if one of the following conditions is met as the
administrative mode is limited to 5 concurrent connections at any time. Session
disconnected, idle time exceeded or maximum session time reached.

Fermate Cantral I Client Settings l M etwork, Adapher I Permizsions
General I Lagan Settings Seszians | E nwirahmet

Ilze this tab to get Terminal Services timeout and reconnection settings.

v Overide user settings

End a disconnected session; |1 B mirtes j

Active sezzion limit; |1 day

Lef Lo

Idle zeszion limit; |3 hours

¥ Oweride user settings
WWhen sezzion limit iz reached or connection iz broker;

" Dizconnect from sezsion

™| Gweride user settings
Allow reconnection;

% Erom any client

£ From previous client

Cloze I LCancel Apply

Direct feedback to http://hostmeister.com/contact.asp
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